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Abstract: 8 

 9 

With the field of artificial intelligence undergoing constant evolution, AI systems are rapidly 10 

shifting from single models to complex networks that involve countless specialised agents. This 11 

transition is supported by several studies that have established multi-agent systems to offer 12 

advanced capabilities when compared to single LLM-powered agents. While it is aimed for these 13 

to work together by interacting with one another, the absence of a standard structure and mode of 14 

communication proves to be a challenge. 15 

This paper introduces and elaborates on the idea of an “AI Web,” a unified network of 16 

interoperable artificial intelligence agents capable of collaborating seamlessly across numerous 17 

diverse frameworks and applications. We draw inspiration from the internet, where machines use 18 

certain protocols for communication. Building upon previous studies, we propose a nine-layer 19 

structure embedded with Model Context Protocol (MCP) and Agent-to-Agent (A2A) protocols to 20 

allow effective communication between agents. 21 

The model was conceptually evaluated through application scenarios in enterprise and business 22 

domains. The analysis suggested that standardised communication improves coordination and 23 

collaboration between AI agents, reducing integration problems and thereby resulting in overall 24 

system efficiency. The study argues that the next generation of artificial intelligence will depend 25 

not only on developing increasingly capable individual agents but also on establishing universal 26 

architectural principles and communication standards that allow them to function as part of a 27 

connected ecosystem. 28 

 29 
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1.1 Evolution of Artificial Intelligence 41 

Artificial Intelligence has seen numerous phases since its birth. Systems were first constructed 42 

utilising symbolic reasoning and rule bases hand-coded as so-called expert systems. These 43 

systems worked well in structured environments, but it was difficult to adapt them to unexpected 44 

scenarios (Russell & Norvig, 2020). The area then progressed to statistical and machine-learning 45 

methods where judgements are inferred from data rather than written out in advance, allowing 46 

systems to grow more flexible with exposure to more cases. Modern systems carry on that data-47 

driven trajectory but at a scale that earlier researchers could not have predicted, learning from 48 

images, sounds and text to detect complex links and make judgements in dynamic situations. 49 

This trend can be described as a journey from rule-based expert systems, via statistical machine 50 

learning and deep learning, to transformer-based large language models, and now autonomous 51 

multi-agent systems.  52 

 53 

1.2 Rise of Large Language Models 54 

The introduction of the Transformer architecture, built around a self-attention mechanism that 55 

lets a model weigh many parts of its input simultaneously, was a turning point for the field 56 

(Vaswani et al., 2017). It made it practical to train language models on web-scale text, giving rise 57 

to systems capable of broad language understanding and in-context, few-shot learning across 58 

tasks such as summarisation, translation, question answering, code generation, and logical 59 

reasoning, without task-specific retraining. Foundation-model research since then has repeatedly 60 

shown that a single large, pre-trained model can be adapted to a wide range of downstream tasks 61 

rather than being built from scratch for each one (Bommasani et al., 2021; Schneider et al., 62 

2024). 63 

 64 

1.3 Transition from Standalone AI to AI Ecosystems 65 

Artificial intelligence is now entering a phase in which systems are expected to work together 66 

rather than in isolation. The traditional pattern of a single input producing a single output is 67 

giving way to architectures in which multiple AI agents cooperate, delegate sub-tasks, and call 68 

external tools to achieve a shared goal (Wooldridge, 2020). Recent information-systems research 69 

frames this shift as “multi-agent AI” (MAAI): ensembles of AI-based agents whose interactions 70 

are not fixed in advance but emerge dynamically in response to context, extending decades of 71 

multi-agent systems research into contemporary, foundation-model-based settings (Allmendinger 72 

et al., 2026). 73 

 74 

1.4 Need for Interconnected AI 75 

Many real-world problems remain too complex to be solved efficiently by a single model, since 76 

they require multiple forms of expertise, continuous planning, external tool usage, and long-term 77 

memory, particularly in scientific research, software engineering, healthcare, decision-making, 78 

and enterprise automation. Expecting one model to perform all of these functions introduces 79 

practical limits on scalability, reliability, and maintainability. No single model can internalise the 80 
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whole of human knowledge or every specialised operational task; getting the most out of 81 

machine intelligence therefore means moving away from isolated instances and toward 82 

integration, so that a legal-analysis model, a real-time sensor-processing pipeline, and a 83 

customer-facing assistant can share context and results (Horvitz, 2022). In this way, the 84 

intelligence of one system becomes usable by others, and such systems build on one another's 85 

capabilities rather than duplicating them. 86 

 87 

1.5 Problem Statement 88 

 89 

1.5.1 AI Systems Operate in Silos 90 

AI capability keeps improving, but the ability of different systems to work together has not kept 91 

pace. Large technology providers tend to keep their AI stacks closed, which restricts how far 92 

outside developers can extend or recombine them. The systems themselves are often highly 93 

capable, but they are designed to work within one company's ecosystem, which limits how 94 

flexibly users can apply AI across different contexts. 95 

 96 

1.5.2 Limited Collaboration Between AI Platforms 97 

Because these systems are not structurally compatible, real-time collaboration between models 98 

on different platforms is inefficient. A model on one platform cannot hand off a sub-task to a 99 

model on a competing platform without a bespoke, brittle integration being built first. This limits 100 

the exchange of context and state between systems and makes it hard to form ad hoc 101 

computational networks on demand. 102 

 103 

1.5.3 Lack of Universal Communication Protocols 104 

The classic internet abstracted away hardware differences through universal standards such as 105 

TCP/IP and HTTP. The AI world does not yet have an equivalent. Communication today is 106 

mostly performed via proprietary REST endpoints and inconsistent JSON payloads, with no 107 

standard semantic schemas, machine-readable capability descriptions or common session-108 

management rules, and it is exactly this gap that emerging protocols such as MCP and A2A seek 109 

to close (Hughes et al., 2025). 110 

 111 

1.5.4 Fragmented AI Ecosystems 112 

This fragmentation raises operational friction and creates vendor lock-in, since enterprises are 113 

often pushed toward a single vendor's stack, reducing their flexibility. Beyond commercial 114 

settings, the absence of interoperability is also a barrier wherever secure, cross-platform data 115 

exchange and coordination are required, as in healthcare, scientific research, and public 116 

infrastructure, where interoperability is an architectural requirement rather than a convenience. 117 

1.6 Research Objectives 118 

● Examine the concept of the AI Web: define its core structural paradigms, requirements, 119 

and boundaries as an open, globally distributed network of machine intelligence. 120 
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● Identify the architectural principles – modularity, loose coupling, and separation of state 121 

– that make AI interoperability possible. 122 

● Specify the layers needed for global AI interoperability, from physical hardware up 123 

through coordination and governance. 124 

● Study the communication protocols enabling AI-to-AI collaboration, including MCP, 125 

gRPC, A2A, and semantic routing. 126 

● Set out future research directions: standardisation gaps, safety research, and the technical 127 

obstacles to a sustainable, open agent network. 128 

 129 

1.7 Research Questions 130 

● What is the AI Web, and how does it differ from today's web infrastructure and from 131 

centralised AI systems? 132 

● What architectural principles must software engineers enforce so that diverse AI systems 133 

achieve interoperability without losing contextual accuracy? 134 

● What architectural layers are needed for a robust, worldwide network of autonomous AI 135 

agents? 136 

● Which communication protocols and semantic structures are most effective for machine-137 

to-machine collaboration? 138 

● What technical, structural, and regulatory challenges act as barriers to global integration 139 

of AI systems? 140 

 141 

1.8 Scope 142 

This paper covers the software architectures, data structures, semantic technologies, and 143 

communication protocols that make interoperability possible between AI systems on different 144 

platforms, including how context, goals, state, and payloads move across organisational 145 

boundaries. Underlying computational hardware (GPU or TPU clusters) is mentioned only where 146 

it bears directly on the architecture; hardware microarchitecture and fabrication are out of scope. 147 

 148 

1.9 Limitations 149 

Because engineering standards for the AI Web are still evolving quickly, long-run empirical 150 

performance data for protocols such as MCP remains limited compared with mature web 151 

protocols. This study also relies on secondary academic and industry documentation available up 152 

to 2026. Since many frontier AI systems remain closed-source, some structural claims rest on 153 

architectural whitepapers and open equivalents rather than direct inspection of proprietary 154 

systems. 155 

 156 

 157 

Chapter 2: Theoretical and Conceptual Framework 158 

 159 

2.1 Artificial Intelligence Ecosystems 160 



 

5 

An AI ecosystem is a heterogeneous environment of models, data sources, computing 161 

infrastructure, and other entities that interact dynamically within a shared virtual space (Jennings, 162 

2001). Viewed this way, an AI model is not a static transformer but a node in a network that 163 

exchanges context, adapts its behaviour to its environment, and shares computational load with 164 

its neighbours. 165 

 166 

2.2 AI Interoperability 167 

AI interoperability is the ability of two or more independently built AI systems potentially using 168 

different base architectures, such as transformers versus state-space models, and different data 169 

schemas to exchange data and capabilities securely, without a human in the loop. Following 170 

standard systems-engineering practice, this can be broken into three dimensions, summarised in 171 

Table 1. 172 

 173 

Interoperability 

Dimension 

Technical Requirement within AI Ecosystems 

Syntactic Common serialisation formats (JSON, Protocol Buffers) and shared 

transmission media. 

Semantic A shared understanding of data, context, intent, and agent 

capability, grounded in explicit ontologies. 

Pragmatic Shared alignment on execution goals, task boundaries, constraints, 

and policy enforcement. 

Table 1. Dimensions of AI interoperability. 174 

 175 

2.3 Distributed AI Systems 176 

Distributed Artificial Intelligence (DAI) spreads computational and cognitive work across many 177 

independent nodes rather than sending every request to one large data centre (Bond & Gasser, 178 

1988). Breaking a problem into smaller sub-problems that different nodes solve in parallel 179 

improves resource use and reduces the risk of a single point of failure. 180 

 181 

2.4 Multi-Agent Systems 182 

Multi-Agent Systems (MAS) are the practical, real-world form that DAI takes: a network of 183 

agents that each perceive their environment through sensors or APIs, reason about it using 184 

mechanisms such as chain-of-thought loops, and act on it (Wooldridge, 2020). Coordinating such 185 

a network so that agents do not work against each other remains a central design problem, and 186 

recent MAS research increasingly frames this as a design-and-society problem: how to build 187 

capable individual agents, and separately, how to organise them into effective collectives. 188 

 189 

2.5 Service-Oriented Architecture (SOA) 190 
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Service-Oriented Architecture is a foundational pattern for building loosely coupled, 191 

discoverable AI components. Under SOA, a component exposes its functionality through a 192 

defined interface, so that consumers can use its services without needing to know how it was 193 

trained or how its internal parameters work. 194 

 195 

2.6 Microservices Architecture 196 

Microservices extend SOA by breaking a large AI workload into smaller, independently 197 

deployable parts: one service for vector search, another for context engineering, another for 198 

guardrails, and so on, rather than one monolithic service handling all of them together. 199 

 200 

API Gateway → Guardrail Microservice → Vector Search Microservice → Inference 201 

Microservice → Audit Logging Microservice 202 

 203 

This lets individual components be scaled, updated, or replaced without disrupting the wider 204 

system (Newman, 2021). 205 

 206 

2.7 Knowledge Graphs and Semantic Web 207 

The Semantic Web vision of making machine-readable meaning, not just machine-readable data, 208 

travel with information across the web remains the conceptual backbone of AI-to-AI 209 

understanding (Berners-Lee et al., 2001). Knowledge graphs operationalise this idea: RDF 210 

triples, OWL ontologies, and enterprise knowledge graphs let AI systems move past keyword 211 

search toward genuine semantic retrieval, connecting structured records with unstructured 212 

content through shared vocabularies. This matters directly for AI systems: knowledge graphs are 213 

increasingly treated as a foundation for explainable AI and data interoperability, since combining 214 

symbolic structure with data-driven models improves a system's transparency and robustness. 215 

 216 

2.8 Communication Standards 217 

 218 

2.8.1 APIs (Application Programming Interfaces) 219 

APIs remain the core interface through which software platforms talk to each other, but 220 

conventional RESTful APIs tend to use rigid, pre-defined schemas that do not adapt well to 221 

dynamic agent negotiation. 222 

 223 

2.8.2 Model Context Protocol (MCP) 224 

MCP is an open standard that provides a secure, bi-directional interface between AI models and 225 

both data sources and developer tools. It defines standardised JSON-RPC interfaces that let a 226 

model discover available tools, inspect data schemas, and retrieve contextual attachments on 227 

demand. 228 

 229 

2.8.3 Agent-to-Agent (A2A) Communication 230 
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The A2A protocol governs how autonomous agents talk directly to one another, defining 231 

message formats for abstract goals, task assignment, errors, and state context across long, multi-232 

turn exchanges. 233 

 234 

2.8.4 Data Exchange Formats 235 

Low-latency serialisation matters a great deal for AI-to-AI communication. JSON remains 236 

dominant at human-facing edges, but Protocol Buffers and Apache Arrow are widely used inside 237 

high-throughput agent infrastructure. 238 

 239 

2.9 Architectural Layers of the AI Web 240 

Building a reliable, globally scalable AI Web means separating concerns into distinct 241 

architectural layers. The blueprint proposed here comprises nine layers, shown in Table 2. 242 

 243 

Layer Function 

1. Physical Compute nodes and networking hardware. 

2. Infrastructure GPUs, cloud, and edge computing resources. 

3. Data Vector databases and metadata lakes. 

4. Knowledge Ontologies and knowledge graphs. 

5. Model LLMs, vision models, and specialised models. 

6. Agent Memory, planning, and reasoning. 

7. Communication Protocols and APIs. 

8. Coordination Orchestration across agents. 

9. Governance Compliance and trust. 

Table 2. Nine-layer architecture of the proposed AI Web. 244 

 245 

2.10 Communication Protocols 246 

Reaching global interoperability depends on choosing the right protocol for a given need. REST 247 

APIs are simple and well understood, but rely on synchronous HTTP calls and fixed endpoints, 248 

which suit predictable integrations but are poorly suited to open-ended agent negotiation. 249 

GraphQL lets a client fetch exactly the data it needs in one request, avoiding REST's over- and 250 

under-fetching problems, though at the cost of a more complex setup. gRPC, built on HTTP/2 251 

and Protocol Buffers, offers high-performance remote procedure calls but no semantic layer of 252 

its own. 253 
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MCP adds that semantic layer for AI specifically, letting a model discover tools and context 254 

dynamically over JSON-RPC. A2A complements this by carrying high-level intentions, 255 

conversational state, and task delegation across multi-agent workflows. JSON-RPC underlies 256 

much of this as a lightweight, stateless messaging substrate, while event-driven architectures and 257 

WebSockets support long-lived, full-duplex connections for real-time state updates. A further 258 

idea, semantic communication, goes one step beyond all of these by transmitting not just 259 

encoded data but an explicit representation of what that data means. 260 

 261 

2.11 Architectural Principles 262 

 263 

Modularity: Components must be autonomous and loosely connected such that a change in one 264 

model or microservice does not ripple outward. 265 

Scalability: The design should be able to handle changing network conditions and scale 266 

resources without performance degradation. 267 

Interoperability: Platforms should rely on open and vendor-neutral protocols, not on proprietary 268 

protocols. 269 

Reliable: The network should not change state in the presence of connection failures. 270 

Flexibility: Routeing and task assignment should be done considering different agent availability 271 

and operating cost. 272 

Explainability: Agents should retain an auditable log of their reasoning, tool use and decisions. 273 

Privacy: Implement robust data-privacy safeguards with zero-trust verification and 274 

cryptographic technologies like zero-knowledge proofs. 275 

Security: Full encryption, mutual authentication (mTLS) and sandboxing to keep the network 276 

safe from hostile assaults. 277 

Maintainability: Code and integration layers should be versioned so changes do not silently 278 

damage dependent services. 279 

Fault tolerance: The system continues to operate if a remote agent crashes while executing a 280 

task. The coordination layer detects the failure and rolls back state and migrates the workflow to 281 

a different node.  282 

 283 

 284 

 285 

Chapter 3: Literature Review 286 

Earlier work on software integration and multi-agent coordination laid useful groundwork, but 287 

the rise of large language models has exposed real gaps. Early distributed-AI research studied 288 

narrow multi-agent systems coordinated through deterministic mechanisms such as the Contract 289 

Net Protocol (Smith, 1980); these systems could allocate tasks, but had little semantic flexibility, 290 

and any change in input format tended to break the integration. Semantic Web technology later 291 

offered a more systematic route to machine-understandable information through ontologies and 292 

OWL (Berners-Lee et al., 2001), though hand-built ontologies proved difficult to scale. Service-293 



 

9 

oriented and microservices architectures then supplied clean, reusable ways to encapsulate 294 

software functionality behind APIs (Newman, 2021), but conventional microservices still leave 295 

deep-learning components as isolated boxes with no shared way to exchange planning 296 

information, structured knowledge, or memory state (Zaharia et al., 2018). 297 

 298 

3.1 Interoperability and Enterprise Information Systems 299 

Enterprise-systems research treats interoperability as a design problem to be solved deliberately, 300 

not assumed. Ben Hassen et al. (2025), writing in the Business Process Management Journal, 301 

address what they call the “three-fit” barrier in enterprise information systems: vertical, 302 

horizontal, and transversal fit problems – and propose an ontology-driven design-science 303 

approach to formalise business processes so that different systems can interpret them 304 

consistently. Their argument that ontological grounding improves integration and adaptability 305 

across an enterprise's information systems maps closely onto the knowledge layer of the 306 

architecture proposed here. In a related vein, Aktürk's (2021) bibliometric study of AI in 307 

enterprise resource planning finds that AI-ERP research has clustered around techniques such as 308 

machine learning and fuzzy logic, but that studies explicitly addressing cross-system AI 309 

interoperability remain comparatively scarce a gap this paper's nine-layer framework is intended 310 

to help close. 311 

 312 

3.2 Multi-Agent AI and Organisational Automation 313 

A recent study in Electronic Markets reframes the emergence of multi-agent AI (MAAI) as a 314 

shift from static, rule-based automation toward adaptive systems of interacting, foundation-315 

model-based agents (Allmendinger et al., 2026). The authors propose a five-component 316 

framework: foundation model, data-centric perception and action, dynamic orchestration, agent-317 

integrated workflow, and interaction interface – that separates the technical, organisational, and 318 

human-facing dimensions of multi-agent automation. This decomposition is broadly compatible 319 

with the nine-layer AI Web architecture developed here, though it is scoped to organisational 320 

knowledge work rather than global network interoperability. Related work traces how AI-321 

enabled information systems progressively team humans with increasingly autonomous agents in 322 

networked business settings, underscoring that autonomy is better understood as a spectrum than 323 

a binary property (Hofmann et al., 2024). 324 

 325 

3.3 AI Governance and Accountability 326 

As agents gain autonomy, governance becomes as important as capability. Camilleri (2024) 327 

reviews ethical considerations in AI governance and argues that organisations still lack 328 

consistent principles and regulatory guidance for deploying AI and machine-learning systems 329 

responsibly a gap that becomes sharper once multiple autonomous agents, rather than a single 330 

model, are making decisions in concert. This concern extends into interoperability scholarship 331 

more broadly: cross-border and cross-platform data exchange raises distinct governance 332 

questions once agents, rather than humans, are the ones initiating the exchange. 333 
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 334 

3.4 Semantic Web Foundations for Agent Communication 335 

Fareh (2019) examines how incomplete knowledge in Semantic Web ontologies can be modelled 336 

using Bayesian networks, addressing the practical problem that domain ontologies are rarely 337 

complete or free of ambiguity. This matters directly for AI-to-AI communication: if the 338 

ontologies underpinning semantic interoperability are themselves uncertain, any agent reasoning 339 

over them inherits that uncertainty. This probabilistic treatment of ontology gaps offers one 340 

technical route toward more robust semantic layers within the AI Web architecture, 341 

complementing the more deterministic RDF/OWL treatments common in enterprise knowledge-342 

graph work. 343 

 344 

3.5 Cross-Platform Agent Protocols 345 

Information-systems scholarship has also begun to examine agentic systems directly. Hughes et 346 

al. (2025) provide a multi-expert analysis of AI agents and agentic systems, while a companion 347 

study considers how agentic systems are reshaping global IT management practice. Both 348 

converge on a similar point: organisations adopting agentic AI face a widening gap between the 349 

pace of technical capability and the maturity of the standards, protocols, and governance 350 

structures needed to manage it safely across platforms. This is reinforced from the software-351 

engineering side by Liu et al. (2025), who catalogue architectural patterns for foundation-model-352 

based agents and note that design patterns proven within a single agent rarely transfer cleanly to 353 

multi-agent, cross-platform settings without an explicit interoperability layer. 354 

 355 

3.6 Research Gap 356 

Across this literature, communication protocols, semantic graphs, agent governance, and 357 

enterprise integration are generally studied as separate concerns. What is comparatively rare is a 358 

single architectural account that connects low-level network protocols to high-level semantic 359 

reasoning and safety governance within one coherent stack. This paper's nine-layer framework is 360 

an attempt to close that gap by treating these strands as layers of one system rather than as 361 

separate literatures. 362 
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 363 
Figure 1. Distribution of the peer-reviewed sources underpinning this literature review, by 364 

publisher. 365 

 366 

 367 

 368 

Chapter 4: Case Studies 369 

 370 

Case Study 1: AI Assistants Interfacing with Productivity Platforms 371 

Context: Corporate AI assistants are being used more and more by companies to manage 372 

calendars, create content and coordinate processes across platforms like Microsoft 365 and 373 

Google Workspace. 374 

Architecture: Microservice architecture with agents per workplace that communicate to 375 

platforms via webhooks and API gateways. 376 

Interoperability approach: OAuth 2.0 authentication and JSON payload for corporate schema 377 

Benefits: Reduced administrative overhead due to automatic scheduling and cross-platform 378 

notifications. 379 

Challenges: Brittle integrations when underlying platform APIs change; loss of conversational 380 

context as information traverses platforms. 381 

Lesson: Full RESTful integration is too stiff for dynamic, multi-platform operations. The API 382 

layer needs a semantic layer on top for the agents.  383 

 384 

Case Study 2: Model Context Protocol (MCP) Enabling Tool Integration 385 

Context. A developer assistant should be capable of inspecting database schemas, exploring 386 

local file systems and executing terminal commands without host environment-specific code for 387 

each tool. 388 



 

12 

Architecture: MCP-compliant client/server pair with JSON-RPC communication over standard 389 

input/output streams 390 

Interoperability strategy: The assistant can directly query tool capabilities using standard MCP 391 

schemas, enabling uniform treatment of file operations and database queries. 392 

Benefits: Development is easier as you don't have to write API wrappers for each new tool. 393 

Challenges: The agent may need a lot of filesystem access, complicating the security boundary. 394 

Running multiple tools may introduce latency.  395 

Lesson: Open, standardised context protocols let a model discover and use new tools on its own, 396 

without custom integration code. 397 

Case Study 3: Agent-to-Agent Communication (A2A) in Supply Chain Management 398 

Context: Autonomous supplier, inventory, and delivery agents from different enterprises 399 

coordinate shipments in real time within a distributed logistics application. 400 

Architecture: Decentralised multi-agent system with event-based publish/subscribe messaging 401 

over gRPC streams. 402 

Interoperability approach: Open A2A messaging protocol for dynamic negotiation, pricing 403 

and contracts between agents. 404 

Benefits: Less supply-chain delays, automated stock management, and fewer manual data-entry 405 

bottlenecks. 406 

Challenges: The corporate agents can conflict when each corporate agent tries to minimise its 407 

own cost instead of the total cost of the network. 408 

Lesson: The protocol needs to have a fallback mechanism built into it to deal with conflicts 409 

between self-interested agents.  410 

 411 

Case Study 4: Knowledge Graphs in Enterprise AI 412 

Context: A multinational finance corporation needs to consolidate compliance information, 413 

market analysis, and internal operational data across divisions. 414 

Architecture: A centralised enterprise knowledge graph, queried by LLM-based agents through 415 

semantic routing. 416 

Interoperability approach: Data are classified using W3C semantic standards (RDF/OWL), 417 

and financial concepts are mapped to precise, shared definitions consistent with the ontology-418 

driven design-science methods described by Ben Hassen et al. (2025) for resolving fit problems 419 

in enterprise information systems. 420 

Benefits: Fewer hallucinations, responses grounded in verified facts, and data visibility across 421 

divisions. 422 

Challenges: Significant manual effort to keep corporate ontologies up-to-date and high 423 

computational cost at scale. 424 

Lesson: Models based on a knowledge graph increase accuracy and verifiability.  425 

 426 

Case Study 5: AI Interoperability in Healthcare 427 
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Context: An oncology diagnostic agent used at a research hospital must be able to analyse 428 

patient records from a separate regional clinic's database during a time-critical case. 429 

Architecture: A decentralised healthcare system where local electronic health record (EHR) 430 

systems and bespoke diagnostic models communicate directly via microservices as opposed to a 431 

common central store. 432 

Interoperability approach: The data exchange is arranged through Fast Healthcare 433 

Interoperability Resources (FHIR) standards combined with zero-knowledge-proof (ZKP) 434 

techniques, so that records are verifiable without exposing the underlying patient data (Topol, 435 

2019). 436 

Benefits: Faster clinical decisions, fewer diagnostic errors, remote expert consultation without 437 

sharing confidential records. 438 

Challenges: How to move data fast enough to be clinically useful across organisations, whilst 439 

meeting regulatory obligations such as HIPAA. 440 

Lesson: Medical artificial intelligence systems should be built around existing healthcare data 441 

standards such as FHIR, because privacy-preserving techniques alone cannot replace 442 

standardised data structure.  443 

 444 

Case Study 6: Autonomous Software Engineering Agents 445 

Context: Autonomous software-engineering agents collaborating to create a codebase. 446 

Architecture: Multi-agent setting with different Architect, Coder, and Tester agents, each 447 

running in its respective container under a workflow manager. 448 

Interoperability approach: Agents communicate over sockets, exchanging structured Markdown 449 

execution plans and JSON status messages. 450 

Benefits: Less development time, automatic detection of defects by using testing, and continuous 451 

maintenance of code.  452 

Challenges: Agents can fall into infinite loops while writing and failing tests, and long 453 

repository contexts are hard to manage. 454 

Lesson: Independent, module-level agent work is effective, but only with strict boundary limits 455 

to prevent runaway compute costs. 456 

 457 

Case Study 7: Multi-Agent Research Assistants 458 

Context: Multiple agents work simultaneously to search databases, read papers, and synthesise 459 

findings for an academic-style literature review. 460 

Architecture: A hierarchical multi-agent setup in which a manager agent assigns search vectors 461 

to lower-level retrieval agents. 462 

Interoperability approach: A shared vector-database index and semantic search queries let 463 

agents exchange relevant article context. 464 

Benefits: Faster synthesis, discovery of cross-field citations a single researcher might miss, and 465 

academically formatted output. 466 
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Challenges: Filtering out low-quality material from predatory journals, and reconciling 467 

contradictory findings across sources. 468 

Lesson: Hierarchical task assignment works reliably when paired with automated data-validation 469 

steps. 470 

 471 

 472 

Chapter 5: Research Methodology 473 

 474 

5.1. Research Methodology 475 

The study is based on a secondary, qualitative research design, an exploratory and descriptive 476 

approach, to explore and investigate the architectural principles and communication protocols of 477 

interoperable artificial intelligence (AI) systems. It synthesises existing academic and technical 478 

literature to surface recurring patterns, core concepts, and structural challenges associated with 479 

the AI Web. 480 

 481 

5.2 Research Strategy 482 

A Systematic Literature Review (SLR) approach was combined with comparative and thematic 483 

analysis. Selected studies and technical standards were compared systematically to reveal 484 

recurring architectural patterns and interoperability mechanisms across disparate AI 485 

implementations. 486 

 487 

5.3 Data Sources 488 

References were drawn from peer-reviewed journal articles and conference papers, together with 489 

international informatics standards and technical documentation from acknowledged 490 

organisations. Searches were run against databases and journal platforms including 491 

ScienceDirect, IEEE Xplore, ACM Digital Library, SpringerLink, Wiley Online Library, 492 

Emerald Insight, Taylor & Francis Online, and Google Scholar. 493 

 494 

5.4 Search Strategy and Criteria 495 

Boolean search strings used included: 496 

(“Artificial Intelligence” OR “Large Language Models”) AND (“Interoperability” OR “System 497 

Architecture”) AND (“Multi-Agent Systems” OR “Protocols”) 498 

(“Model Context Protocol” OR “gRPC” OR “Agent-to-Agent”) AND (“Distributed AI” OR 499 

“Knowledge Graphs” OR “Enterprise Information Systems”) 500 

To ensure quality and relevance, the following criteria were set for inclusion and exclusion: 501 

 502 

Inclusion Criteria Exclusion Criteria 

Peer-reviewed journal articles and conference 

papers 

Non-peer-reviewed blog posts or unverified 

opinion pieces 
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Studies detailing AI system architecture or 

protocols 

Papers focused solely on training a specific 

neural algorithm 

Literature published or updated up to 2026 Documents lacking technical implementation 

detail 

Frameworks addressing cross-system 

interoperability 

Studies with no clear relevance to distributed 

networks 

Table 3. Inclusion and exclusion criteria applied during source screening. 503 

 504 

5.5 Data Analysis Method 505 

• Thematic analysis: identifying recurring structural themes and design concerns in the 506 

literature. 507 

• Comparative evaluation: assessing the trade-offs of different communication protocols 508 

(REST, gRPC, MCP, A2A). 509 

• Conceptual synthesis: integrating findings into the nine-layer AI Web architecture. 510 

 511 

5.6 Research Workflow 512 

The study proceeded in five steps: defining the core interoperability problem; conducting a 513 

systematic database search; screening and selecting sources against the criteria above (following 514 

PRISMA guidelines); analysing the selected material thematically and comparatively; and 515 

synthesising the findings into the architectural design presented in this paper. 516 

 517 

 518 

 519 

Chapter 6: Findings and Discussion 520 

 521 

6.1 Synthesis of Findings 522 

Across the reviewed literature, achieving global AI interoperability consistently depends on 523 

moving away from proprietary, hard-coded pipelines. Enterprise, software-engineering, and 524 

multi-agent research all point to the same three needs: modular system design, open context 525 

sharing, and rigorous semantic standardisation. Without these, multi-agent systems suffer from 526 

contextual drift, in which reasoning details are lost as a task passes from one model to the next. 527 

Successful cross-platform collaboration appears to depend on decoupling system state and 528 

memory from any one underlying model, so that processing nodes can be swapped without 529 

disrupting an active workflow. 530 

 531 

6.2 Comparison of Existing AI Architectures 532 

Evaluating different AI deployment methods reveals distinct trade-offs regarding scalability, 533 

flexibility, and architectural complexity, summarised in Table 4. 534 

 535 
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Architecture Type Key Strengths Core Limitations Interoperability 

Profile 

Centralised AI Fast inference; 

simpler data-security 

model. 

Single point of 

failure; heavy vendor 

lock-in. 

Very low; closed, 

proprietary 

environments. 

Cloud-based AI Elastic scaling; lower 

local hardware cost. 

Network latency; 

recurring data-egress 

fees. 

Moderate; usually tied 

to one cloud vendor. 

Multi-Agent 

Systems 

High adaptability; 

handles complex 

distributed tasks. 

Heavy 

communication 

overhead; risk of 

infinite loops. 

High within closed 

systems; low across 

platforms. 

Service-Oriented 

Architecture 

Reusable services; 

clear API boundaries. 

Rigid schemas; high 

setup friction. 

Moderate; depends on 

stable API contracts. 

Emerging AI Web Fully decentralised; 

flexible, ad hoc 

routing. 

High initial 

complexity; needs 

global standards. 

High; built on open, 

vendor-neutral 

protocols. 

Table 4. Comparison of AI deployment architectures. 536 

 537 

6.3 Architectural Layers Required for the AI Web 538 

The proposed architecture separates functions into layers that do not interfere with one another. 539 

The lower layers (infrastructure and data) manage physical resources and access to data vectors. 540 

The middle layers (knowledge, model, and agent) turn raw data into usable information. The 541 

upper layers (communication, coordination, and governance) manage message passing, 542 

coordination, and security policy. This separation lets any one layer be upgraded without 543 

disturbing the rest of the network – the same design logic that Ben Hassen et al. (2025) apply at 544 

enterprise scale when resolving fit problems between business processes and information 545 

systems. 546 

 547 

6.4 Communication Protocols Needed 548 

The reviewed literature suggests that today's web-integration standards are not sufficient for 549 

dynamically interacting AI systems. REST APIs are too restrictive, relying on static, pre-set 550 

endpoints that do not accommodate dynamic negotiation. gRPC offers fast binary streaming well 551 

suited to microservice communication, but has no built-in semantic layer. Newer technologies 552 

such as MCP and A2A address this by standardising context discovery and intent messaging 553 

through lightweight JSON-RPC mechanisms. These protocols look set to play a role for the 554 
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emerging AI Web similar to the one HTTP and TCP/IP played for the traditional web, turning 555 

the network into a space for semantic, not just syntactic, interaction. 556 

 557 
Figure 2. Illustrative comparison of five AI-to-AI communication protocols on three qualitative 558 

dimensions, synthesised from the reviewed literature. 559 

 560 

6.5 Evaluation of Interoperability Principles 561 

Modularity, scalability, and standardisation are consistently important when building a 562 

distributed network. Modularity keeps components separate, so a change to one part of the 563 

architecture does not ripple into every linked system. Scalability lets the network absorb changes 564 

in processing load without breaking existing connections. High explainability and auditability 565 

make it possible to review what automated agents actually did, and zero-trust models of security 566 

and privacy remain central to protecting user data as more of the network's traffic becomes 567 

agent-initiated rather than human-initiated. 568 

 569 

6.6 Major Challenges 570 

• Communication standards: no widely recognised, platform-neutral standard yet exists for 571 

AI-to-AI communication. 572 

• Vendor lock-in: large technology organisations create closed ecosystems that make 573 

switching or exporting data and models difficult. 574 

• Data privacy: exchanging data across networks and models raises serious compliance 575 

concerns under regimes such as GDPR and HIPAA. 576 

• Cyber security: Open networks are vulnerable to prompt injection, data poisoning and 577 

unauthorised system access. 578 

• Explainability: longer chains of agent interaction make it difficult to trace decisions and 579 

debug errors. 580 

• Governance: The absence of clear international regulation makes it difficult to allocate 581 

responsibility when an autonomous agent malfunctions.  582 

• AI alignment: keeping autonomous, interacting agents aligned with human intent and rules 583 

remains an open research problem. 584 
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 585 

6.7 Research Gaps 586 

• Protocol specifications: common industry standards for AI communication beyond basic 587 

JSON-RPC structures. 588 

• Cross-platform compatibility: translation protocols that let reasoning states move between 589 

fundamentally different architectures, such as state-space models and transformers. 590 

• Cross-border governance: regulatory frameworks capable of overseeing decentralised, 591 

cross-border multi-agent networks. 592 

• Benchmarking: universal tools to test interoperability, efficiency and context preservation. 593 

• Multi-agent coordination: algorithms that resolve conflicting goals without deadlocks or 594 

infinite loops. 595 

 596 

6.8 Implications 597 

• Researchers should shift focus from simply scaling model parameters toward building open, 598 

collaborative communication frameworks and semantic translation tools. 599 

• Developers should design modular systems around open standards rather than proprietary 600 

integration wrappers. 601 

• Technology companies should invest in open, interoperable tools and agent ecosystems 602 

rather than walled gardens, to avoid losing customers to more open competitors. 603 

• Policymakers should pursue flexible, technology-neutral regulation that enforces data-604 

privacy mandates (such as GDPR and HIPAA) without blocking legitimate cross-platform 605 

services. 606 

 607 

 608 

 609 

Chapter 7: Future Directions 610 

 611 

7.1 AI-Native Internet 612 

Digital networks appear to be heading toward an AI-native internet, in which autonomous 613 

entities, not people, are the primary producers and consumers of data. This would move the 614 

network beyond human-centric web pages and toward machine-readable semantic data streams 615 

optimised for rapid AI processing. 616 

 617 

7.2 Internet of AI Agents 618 

A related idea, the Internet of AI Agents, envisions a highly connected, decentralised network of 619 

specialised intelligences. Rather than interacting with large, monolithic applications, users would 620 

deploy personal agents that coordinate securely with independent corporate and logistics agents 621 

to complete complex, real-world tasks. 622 

 623 

7.3 Standardised AI Protocol Stack 624 
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Realising this vision requires a standardised AI protocol stack, a set of rules for how each layer 625 

of communication should behave, from basic routing up through intent parsing and security 626 

validation. 627 

 628 

7.4 Autonomous Multi-Agent Ecosystems 629 

Such an ecosystem would comprise agents that can self-assemble and self-optimise: when a hard 630 

problem appears, agents would find each other, split the sub-tasks, share context, and verify 631 

results with minimal human input. 632 

 633 

7.5 Federated Intelligence 634 

Federated intelligence would allow learning and reasoning across data silos without centralising 635 

sensitive data in one place, particularly useful for international research collaborations where 636 

multiple organisations need to work with the same dataset without compromising privacy. 637 

 638 

7.6 Decentralised AI 639 

Decentralised ledgers and edge computing could help shield the AI Web from single points of 640 

failure and from monopolistic control by any one provider. 641 

 642 

7.7 AI Governance and Ethical AI 643 

As networks gain autonomy, ethical guardrails need to be built into the architecture itself. Future 644 

systems will likely need automated, cryptographically verifiable compliance tracking, so that the 645 

actions of agents truly do adhere to safety rules and legislation – a natural extension of the 646 

governance issues raised by Camilleri (2024) to a situation where the acting party is a network of 647 

agents rather than a single system. 648 

 649 

7.8 Human-AI Interaction 650 

The point of these architectural innovations is effective human-AI collaboration. The network 651 

should keep humans meaningfully in the loop, with transparent reasoning and control options 652 

that make it easy to supervise agents' work. 653 

 654 

7.9 Artificial General Intelligence (AGI) 655 

Building a secure, scalable AI Web can be seen as one stepping stone toward AGI. Connecting 656 

many narrow intelligences within one flexible, global network could give rise to system-wide 657 

problem-solving abilities that resemble general intelligence, though this remains a long-term and 658 

contested possibility rather than an established outcome. 659 

 660 

Chapter 8: Recommendations 661 

 662 

8.1 For Researchers 663 
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• Interoperability benchmarking: build open-source test sets that measure context 664 

preservation and semantic fidelity when tasks move between AI platforms. 665 

• Standardised evaluation: develop metrics for the computational cost, latency, and security 666 

profile of different multi-agent coordination approaches. 667 

 668 

8.2 For Developers 669 

• Modular, API-based AI: break systems into microservices so that models, memory stores, 670 

and toolkits can be published and updated independently. 671 

• Open communication protocols: adopt MCP, gRPC, and similar open standards rather than 672 

proprietary API wrappers. 673 

 674 

8.3 For Industry 675 

• Cross-platform collaboration: form industry partnerships to build shared, open tool 676 

ecosystems that lower integration costs and reduce vendor lock-in. 677 

• Invest in interoperable ecosystems: shift investment from single, standalone models toward 678 

adaptive, network-based multi-agent systems. 679 

 680 

8.4 For Policymakers 681 

• Foster global standardisation: work with engineers on open, vendor-neutral data standards 682 

to avoid market fragmentation. 683 

• Create adaptive regulatory frameworks: update data-privacy and liability law to account for 684 

autonomous agent activity, protecting users without slowing legitimate development. 685 

 686 

8.5 For Standards Organisations 687 

• Develop global AI communication standards: accelerate formal specification of machine-688 

to-machine protocols, with strong native support for semantic translation. 689 

 690 

8.6 For Governments 691 

• Support governance and interoperability policy: fund public research into open, secure, 692 

privacy-preserving distributed-intelligence infrastructure, and encourage international 693 

collaboration on safety standards. 694 

 695 

 696 

 697 

Chapter 9: Conclusion 698 

Artificial intelligence has reached a genuine turning point: the shift from massive, isolated 699 

foundation models toward a decentralised, global network of autonomous agents, the AI Web. 700 

As this paper has argued, realising that vision is not primarily a matter of scaling model 701 

parameters further; it is a matter of building open, standardised architectures and communication 702 

protocols. By organising the system's capabilities into nine layers, and by drawing on emerging 703 
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standards such as the Model Context Protocol, developers can move beyond the constraints of 704 

the traditional REST API paradigm. 705 

The literature reviewed here, spanning enterprise information systems, multi-agent AI, semantic 706 

web foundations, and AI governance, consistently supports the idea that modularity, loose 707 

coupling, and zero-trust security are essential to avoiding context loss and vendor lock-in. 708 

Technical challenges around data privacy, cybersecurity, and semantic drift remain serious, but 709 

they point toward a clear research agenda rather than a dead end. Building a sustainable, global 710 

AI Web will ultimately depend on a coordinated industry effort to agree on open, reliable 711 

protocols much as the early internet depended on shared agreement around TCP/IP and HTTP. 712 

 713 

 714 
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