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Abstract 6 
Software testing is an essential phase of software development that helps identify defects, verify functionality, 7 
and improve software reliability. However, traditional testing approaches often require considerable time, 8 
manual effort, and maintenance, particularly in complex applications. Artificial intelligence (AI) offers new 9 
opportunities to automate testing activities by learning from software data, generating test cases, predicting 10 
defects, and optimizing testing processes. This paper presents a narrative review of AI-based automated 11 
software testing techniques, including machine learning, deep learning, reinforcement learning, natural language 12 
processing, and large language models. It discusses their applications in test case generation, defect prediction, 13 
test case prioritization, regression testing, and test script maintenance. The paper also examines important 14 
challenges, including data quality, model reliability, explainability, computational cost, and integration with 15 
existing software development workflows. Finally, it identifies future research directions involving trustworthy 16 
AI, adaptive testing, standardized evaluation benchmarks, and human–AI collaboration. The review indicates 17 
that AI can support more efficient and adaptable testing, although human oversight and systematic validation 18 
remain necessary for dependable software quality assurance. 19 
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Introduction 24 
Software testing plays a fundamental role in the software development lifecycle. It helps determine whether an 25 
application satisfies its requirements and behaves as expected under different operating conditions. As software 26 
systems become increasingly complex, conventional testing methods can require substantial manual effort, 27 
particularly when applications undergo frequent updates or contain numerous interacting components. 28 
Automated software testing reduces repetitive manual activities by executing predefined test cases and 29 
comparing actual outcomes with expected results. However, conventional automation still faces challenges such 30 
as test script maintenance, limited test coverage, test data preparation, and the selection of appropriate test cases. 31 
These limitations have encouraged researchers to investigate artificial intelligence as a means of improving the 32 
automation and adaptability of software testing. 33 
AI-based testing uses computational techniques to analyze software artifacts, identify patterns, generate test 34 
inputs, and support testing decisions. Machine learning can identify patterns associated with software defects, 35 
while deep learning can support complex test generation tasks. Natural language processing can transform 36 
requirements into potential test scenarios, and reinforcement learning can help optimize testing strategies 37 
through feedback. 38 
Recent research has examined the integration of machine learning into automated test generation and the wider 39 
use of AI in software testing. Fontes et al. (2023) conducted a systematic mapping study of machine learning 40 
techniques used in automated test generation. Their work illustrates the range of testing activities supported by 41 
learning-based methods. More recent reviews have also examined the development of AI-driven testing 42 
techniques and the challenges associated with their practical application. 43 
The purpose of this paper is to review major AI techniques used in automated software testing, discuss their 44 
benefits and limitations, and identify future research opportunities. 45 
2. Objectives of the Study 46 
The main objectives of this paper are: 47 

1. To examine the role of artificial intelligence in automated software testing. 48 
2. To review major AI techniques used for test generation and test optimization. 49 
3. To discuss applications of AI in defect prediction, regression testing, and test maintenance. 50 
4. To identify the technical and practical limitations of AI-based testing. 51 
5. To explore future research directions for intelligent software quality assurance. 52 

3. Research Methodology 53 
This paper adopts a narrative literature review approach. It synthesizes published research concerning artificial 54 
intelligence, machine learning, and automated software testing. Relevant studies are considered in relation to 55 
their testing objectives, AI techniques, application areas, reported benefits, and limitations. 56 
The discussion draws on research publications concerning automated test generation, systematic reviews of AI 57 
in software testing, and studies examining AI-assisted test automation. Particular attention is given to techniques 58 
that support test design, defect detection, test prioritization, and test maintenance. 59 



 

 

The review is intended to provide a structured conceptual overview rather than report a new controlled 60 
experiment. No original software-testing dataset, experimental measurements, or independently calculated 61 
performance results are claimed. A systematic review intended for formal publication should additionally 62 
document its databases, search strings, publication period, screening criteria, and selected studies. 63 
4. Artificial Intelligence in Automated Software Testing 64 
Artificial intelligence refers to computational methods that perform tasks commonly associated with human 65 
intelligence, including learning, reasoning, pattern recognition, and language processing. In software testing, AI 66 
can assist testers in selecting test cases, generating inputs, identifying potentially defective components, and 67 
adapting testing activities as software changes. 68 
Traditional automated testing typically follows predefined instructions. AI-supported testing can additionally 69 
use historical data, code structure, execution traces, requirements, and feedback to recommend or generate 70 
testing activities. 71 
The major difference is that AI-based methods can learn patterns or produce candidate testing artifacts rather 72 
than relying exclusively on manually specified rules. Nevertheless, generated test cases and predictions must be 73 
validated because an AI system may produce incorrect, redundant, or incomplete outputs. 74 
5. Major AI Techniques for Automated Software Testing 75 
5.1 Machine Learning 76 
Machine learning (ML) enables systems to identify patterns in data and use them to make predictions or 77 
recommendations. In software testing, supervised learning can use labelled historical data to predict defect-78 
prone modules, while unsupervised learning can help identify unusual patterns in software behavior. 79 
Machine learning can also assist with test case prioritization by estimating which tests are more likely to reveal 80 
defects or provide useful coverage. The effectiveness of these methods depends on the quality, relevance, and 81 
representativeness of the training data. 82 
5.2 Deep Learning 83 
Deep learning uses multilayer neural networks to learn complex representations from large datasets. In software 84 
testing, it can be applied to source-code analysis, log analysis, interface recognition, and test generation. 85 
Deep learning models may identify patterns that are difficult to capture through manually defined rules. 86 
However, their training and deployment can require substantial computational resources. Their predictions may 87 
also be difficult to interpret, making independent validation important. 88 
5.3 Natural Language Processing 89 
Natural language processing (NLP) allows computer systems to analyze and generate human language. Software 90 
requirements, user stories, bug reports, and documentation often contain information useful for test design. 91 
NLP techniques can extract requirements, identify expected system behavior, and generate candidate test 92 
scenarios from textual descriptions. These methods may help connect requirements with testing activities. 93 
However, ambiguous language, missing context, and inconsistent documentation can lead to inaccurate test 94 
cases. 95 
5.4 Reinforcement Learning 96 
Reinforcement learning (RL) involves an agent learning to select actions through interaction with an 97 
environment and feedback based on its actions. In automated software testing, reinforcement learning can 98 
support decisions about which actions or test inputs to execute next. 99 
For example, an agent may explore application states and prioritize actions that increase coverage or help reveal 100 
unexpected behavior. Such methods are particularly relevant to complex applications with many possible 101 
execution paths. Their limitations include exploration cost, reward-function design, and the difficulty of 102 
transferring learned strategies between different applications. 103 
5.5 Large Language Models 104 
Large language models (LLMs) can process natural-language requirements and source code to generate 105 
candidate unit tests, test scenarios, test data, and explanations. They can also assist with understanding existing 106 
test suites and suggesting updates when application behavior changes. 107 
These capabilities may reduce the effort required to create initial test artifacts. Nevertheless, generated tests can 108 
contain incorrect assumptions, fail to compile, reproduce existing coverage without adding value, or overlook 109 
important edge cases. Therefore, generated code must be executed, reviewed, and evaluated using appropriate 110 
testing criteria. 111 
6. Applications of AI in Automated Software Testing 112 
6.1 Automated Test Case Generation 113 
Test case generation involves creating inputs and execution scenarios that examine specified software behavior. 114 
AI techniques can use source code, requirements, previous test cases, and execution information to propose new 115 
test cases. 116 
Machine learning and search-based approaches can help explore complex input spaces, while language models 117 
can produce candidate tests from natural-language descriptions or code context. The quality of generated tests 118 
should be assessed through correctness, coverage, fault detection, and redundancy. 119 



 

 

6.2 Software Defect Prediction 120 
Defect prediction estimates the likelihood that a software component contains defects. Models may use 121 
information such as code complexity, previous defects, change frequency, and development history. 122 
These predictions can help teams allocate testing resources to components considered higher risk. However, 123 
predictions depend on historical data and may not generalize to new projects, programming languages, or 124 
development environments. 125 
6.3 Test Case Prioritization 126 
Large test suites can take considerable time to execute. Test case prioritization arranges tests so that those 127 
expected to provide the greatest benefit are executed earlier. 128 
AI models can use historical failures, code changes, coverage information, and execution results to estimate test 129 
importance. This can be useful in continuous integration environments where rapid feedback is required. 130 
Prioritization should not permanently exclude lower-ranked tests, as doing so may allow defects to remain 131 
undetected. 132 
6.4 Regression Testing 133 
Regression testing checks whether software modifications have introduced new defects or affected existing 134 
functionality. Maintaining regression test suites can become difficult when applications are updated frequently. 135 
AI can support the selection of relevant tests based on changed code, historical failures, dependencies, and 136 
execution data. Intelligent methods may also recommend new tests when the existing suite does not adequately 137 
cover modified behavior. Final test selection should consider both execution efficiency and the risk of missing 138 
defects. 139 
6.5 Automated Test Maintenance 140 
Automated test scripts may become unreliable when user interfaces, application workflows, or internal software 141 
structures change. AI-assisted maintenance can help identify outdated selectors, detect changes in interface 142 
elements, and suggest repairs to broken test scripts. 143 
These methods can reduce repetitive maintenance work, but automatic repairs must be checked carefully. A 144 
script that executes successfully after repair may still test the wrong behavior or fail to detect a genuine defect. 145 
6.6 GUI and Model-Based Testing 146 
Graphical user interface (GUI) testing examines software through its visible controls and interaction sequences. 147 
Computer vision and learning-based methods can recognize interface elements and support automated 148 
navigation. 149 
Model-based testing represents application behavior through states, transitions, or other structured models. AI 150 
can help explore these models and select promising paths. Challenges include dynamic interfaces, unexpected 151 
states, and maintaining reliable models as applications evolve. 152 
7. Benefits of AI-Based Automated Testing 153 
AI-supported testing offers several potential benefits. 154 
Reduced repetitive effort: AI can assist with generating test candidates, analyzing logs, and identifying tests 155 
that require attention. 156 
Improved testing prioritization: Predictive methods can help focus resources on components or scenarios 157 
associated with greater risk. 158 
Adaptability: Learning-based techniques may adjust their recommendations as new execution results and 159 
software changes become available. 160 
Support for complex applications: AI can help explore large input spaces, complicated interfaces, and 161 
interactions that are difficult to enumerate manually. 162 
Integration with continuous delivery: When integrated responsibly into automated development pipelines, AI-163 
supported testing can provide faster feedback during frequent software updates. 164 
These benefits are not guaranteed in every setting. They depend on the selected technique, available data, 165 
application characteristics, evaluation methods, and quality of implementation. 166 
8. Challenges and Limitations 167 
8.1 Data Quality and Availability 168 
Many AI techniques require relevant training or historical data. Incomplete defect records, inconsistent labels, 169 
and unrepresentative test histories can reduce model reliability. Organizations may also have limited access to 170 
suitable datasets because of privacy or confidentiality requirements. 171 
8.2 Test Oracle Problem 172 
A test oracle determines whether a program's output is correct. Generating test inputs does not automatically 173 
provide a reliable way to determine expected results. AI may generate plausible-looking tests without 174 
establishing whether their assertions correctly represent the requirements. 175 
Developing reliable test oracles remains an important challenge, particularly for systems with complex outputs 176 
or incomplete specifications. 177 
8.3 False Positives and False Negatives 178 



 

 

AI-based predictions may identify a component as defective when it is not, or fail to flag a component that 179 
contains a defect. Excessive false alarms can waste testing resources, while missed defects can undermine 180 
software reliability. Models therefore require suitable evaluation and continuous monitoring. 181 
8.4 Explainability and Trust 182 
Test engineers need to understand why a model prioritizes a test, flags a component, or recommends a particular 183 
action. Some AI systems provide limited explanations for their outputs. Explainability, traceability, and access 184 
to supporting evidence are important for reviewing automated decisions. 185 
8.5 Computational Cost and Integration 186 
Training, running, and maintaining AI models can require additional infrastructure and expertise. Integration 187 
with existing testing frameworks, source-control systems, and continuous integration pipelines may also create 188 
technical complexity. 189 
8.6 Security and Privacy 190 
Source code, logs, test data, and application information may contain confidential or sensitive material. AI-191 
assisted testing must account for data protection, access controls, and risks arising from untrusted inputs or 192 
externally hosted models. 193 
8.7 Evaluation and Reproducibility 194 
Different studies may use different datasets, test environments, metrics, and baselines. This makes comparisons 195 
between techniques difficult. Reproducible evaluations should document experimental settings, model 196 
configurations, datasets, and limitations. 197 
9. Future Perspectives 198 
9.1 Explainable and Trustworthy AI 199 
Future research should develop testing systems that provide understandable reasons for their recommendations 200 
and make it possible to trace generated test cases to requirements, code changes, or observed failures. 201 
Trustworthy testing requires evidence of correctness rather than reliance on model confidence alone. 202 
9.2 Adaptive and Self-Healing Testing 203 
Adaptive testing systems could use execution feedback and software changes to update test selection and 204 
identify scripts requiring maintenance. Future work should ensure that self-healing mechanisms preserve the 205 
original testing objective and do not silently remove important assertions. 206 
9.3 AI Agents for End-to-End Testing 207 
AI agents may coordinate multiple testing activities, including requirement analysis, test generation, execution, 208 
failure analysis, and reporting. Research is needed to establish reliable controls, reproducibility, bounded 209 
permissions, and independent validation for these workflows. 210 
9.4 Hybrid AI Approaches 211 
Combining machine learning with conventional testing techniques, symbolic execution, search-based testing, 212 
and formal methods may improve reliability. Hybrid systems can use AI to propose promising test inputs while 213 
relying on established verification procedures to validate important properties. 214 
9.5 Standardized Benchmarks 215 
Shared datasets, consistent evaluation metrics, and reproducible test environments are needed to compare AI 216 
testing approaches fairly. Evaluation should measure not only test coverage but also fault detection, execution 217 
cost, maintenance effort, test validity, and the rate of incorrect generated tests. 218 
9.6 Human–AI Collaboration 219 
AI is likely to be most useful when it supports rather than completely replaces testing professionals. Test 220 
engineers can define objectives, examine generated tests, assess unexpected outputs, and ensure that testing 221 
aligns with business and safety requirements. 222 
9.7 Testing AI-Based Software 223 
As AI becomes part of software applications, testing must also address model-specific risks such as 224 
unpredictable outputs, data dependence, bias, and changing model behavior. Future testing frameworks should 225 
combine conventional software verification with techniques designed to assess AI components and their 226 
interactions with the surrounding system. 227 
10. Discussion 228 
The reviewed literature demonstrates that AI-based software testing is a broad research area involving test 229 
generation, defect prediction, test prioritization, regression testing, and maintenance. Different techniques 230 
address different problems, and no single method is suitable for every testing context. 231 
Machine learning is useful when meaningful historical data is available. NLP and large language models can 232 
assist with interpreting requirements and creating candidate test artifacts. Reinforcement learning can support 233 
exploration and sequential decisions, while computer vision can help automate interaction with graphical 234 
interfaces. 235 
However, improvements in automation should not be treated as equivalent to improvements in software quality. 236 
A larger number of generated tests may provide little benefit if the tests are invalid, redundant, or unable to 237 



 

 

detect faults. Similarly, faster test execution does not necessarily demonstrate that important requirements have 238 
been adequately verified. 239 
Consequently, practical evaluation should consider multiple dimensions, including test validity, fault detection, 240 
coverage, maintenance cost, reproducibility, and human review requirements. The integration of AI with 241 
established testing practices offers a promising direction, provided that generated outputs remain subject to 242 
appropriate verification. 243 
11. Conclusion 244 
Artificial intelligence is creating new opportunities for automated software testing by supporting test case 245 
generation, defect prediction, test prioritization, regression testing, and test maintenance. Machine learning, 246 
deep learning, natural language processing, reinforcement learning, computer vision, and large language models 247 
each provide different capabilities for improving testing workflows. 248 
At the same time, AI-based testing faces important challenges involving data quality, test oracle reliability, false 249 
predictions, explainability, privacy, computational cost, and reproducibility. These limitations demonstrate the 250 
need for systematic evaluation and human oversight. 251 
Future research should focus on trustworthy AI, adaptive testing systems, hybrid verification methods, 252 
standardized benchmarks, and effective human–AI collaboration. Rather than treating AI as a complete 253 
replacement for established testing practices, researchers and practitioners should integrate it as a 254 
complementary approach that supports more efficient, comprehensive, and dependable software quality 255 
assurance. 256 
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