
 

 

Quantitative Evaluation of Social Engineering Attacks and their Impact on 1 

the Financial Services Sector 2 
 3 
Abstract 4 
This study evaluates the impact of social engineering (SE) attack techniques on the financial 5 
sector, focusing on financial losses, reputational harm, regulatory consequences, operational 6 
disruptions, and privacy violations. Using a mixed-methods approach that combines literature 7 
review, survey questionnaires, and interviews with financial institutions and customers, the 8 
research introduces a Social Engineering Impact Index (SEII) for quantifying vulnerabilities. 9 
Findings reveal that financial institutions face high to extremely high levels of SE attack impact, 10 
with personal financial information (PFI) theft and direct monetary loss being the most 11 
significant contributors. The study emphasizes the need for enhanced employee training, 12 
customer awareness, advanced fraud detection, and strong incident response strategies. The 13 
proposed SEII framework provides a practical tool for measuring SE attack risks and guiding 14 
policy interventions. 15 
 16 
Keywords: social engineering, impact, financial services, social engineering impact index,social 17 
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 19 
Introduction  20 
Social engineering (SE) attacks have emerged as one of the most pervasive and damaging forms 21 
of cyber threats facing financial institutions. Unlike traditional cyberattacks that exploit technical 22 
flaws, SE attacks exploit human psychology, trust, and behavioral vulnerabilities [1].Attackers 23 
rely on manipulation techniques—such as phishing, vishing, smishing, and pretexting—to 24 
deceive employees or customers into disclosing sensitive information or performing harmful 25 
actions [2].The financial sector is particularly vulnerable due to its dependence on customer trust 26 
and its custody of sensitive personal and financial data. Attacks such as the Carbanak gang’s 27 
global campaign, which resulted in losses exceeding $1 billion [3], highlight the scale of 28 
financial damage possible. Similarly, the 2017 Equifax breach demonstrated how SE-related 29 
techniques can compromise millions of individuals’ personal data, with long-term reputational 30 
and regulatory consequences [4]. 31 
 32 
These incidents underscore the multidimensional impacts of SE attacks: direct financial loss, 33 
erosion of trust, privacy violations, and operational disruptions. Moreover, regulatory pressures 34 
compel financial institutions to comply with stringent cybersecurity standards, and failure often 35 
results in fines and legal actions [5]. Thus, SE attacks not only threaten organizational viability 36 
but also destabilize public confidence in financial markets.Despite these challenges, literature 37 
suggests that SE attacks are often underestimated due to the intangible nature of psychological 38 
exploitation [6]. While technical defenses against cyberattacks are well established, the human 39 
factor remains the weakest link in cybersecurity. Consequently, assessing and quantifying the 40 
impact of SE attacks is vital for developing robust countermeasures. 41 
This study addresses this gap by developing a Social Engineering Impact Index (SEII) that 42 
categorizes vulnerabilities and measures impacts across privacy, economic, and trust dimensions. 43 
The research aims to provide empirical evidence from Nigerian financial institutions, enabling 44 
stakeholders to make informed security and policy decisions. 45 
 46 



 

 

Scholars have consistently identified SE as a leading cybersecurity challenge. [7highlighted why 47 
phishing succeeds by exploiting cognitive biases, while [8explained how pretexting manipulates 48 
trust relationships. More recent studies emphasize the growing sophistication of SE techniques in 49 
financial services, with tailored attacks such as spear-phishing and business email compromise 50 
(BEC) causing billions in annual losses [9] and [10]Research on the impacts of SE has 51 
categorized consequences into three broad areas: (1) economic and financial losses, (2) erosion 52 
of customer trust, and (3) privacy violations [11] and [12]. Economic impacts include stolen 53 
funds, litigation costs, and compliance penalties [13]. Trust erosion leads to customer 54 
abandonment and damaged institutional reputation [14].Privacy violations, often linked to 55 
personal identifiable information (PII) and PFI theft, amplify both economic and reputational 56 
harm [12]. 57 
 58 
Theoretical perspectives also explain SE dynamics. Cognitive dissonance theory describes how 59 
attackers induce psychological discomfort to manipulate decisions [15]Information processing 60 
theory shows how biases influence victim susceptibility [16]. Behavioral economics links 61 
attacker strategies to irrational decision-making under fear or urgency [17].Despite these 62 
insights, literature gaps remain. First, limited quantitative frameworks exist for measuring SE 63 
impacts. Second, financial sector-specific analyses are scarce, even though banks and insurance 64 
firms are prime targets [18]. Third, few studies explore long-term consequences, such as brand 65 
damage and customer trust erosion. This study addresses these gaps by providing a quantitative 66 
model for SE impact measurement using data from Nigerian banks. 67 
 68 
Several empirical studies confirm the severity of SE in financial systems. [13] reported that 69 
Nigerian banks face continuous SE-related losses, with phishing and fraudulent mobile 70 
transactions being the most prevalent. [19] highlighted that social networks amplify SE risks, 71 
providing attackers with fertile ground for phishing and impersonation. Similarly, [14]proposed a 72 
user-reflective model for mitigating SE attacks in the New Zealand banking system, emphasizing 73 
customer awareness as a key defense. 74 
 75 
Other studies have focused on detection and prediction. [20]demonstrated that machine learning 76 
can predict individuals’ susceptibility to SE, offering proactive prevention mechanisms. [1], 77 
however, observed that even highly trained staff remain vulnerable due to cognitive and 78 
organizational factors, suggesting that training alone is insufficient without cultural change. [6] 79 
proposed an extended SE attack framework that models each stage of manipulation, from 80 
information gathering to execution, showing how attackers exploit both technology and 81 
psychology.Collectively, these studies establish that while the methods of SE are well 82 
understood, few works provide a quantitative measure of impact. This dissertation addresses that 83 
gap by introducing metrics and computational models tailored to the financial sector. 84 
 85 
To address the gaps identified, the following research questions guided the authors: What are the 86 
factors responsible for social engineering attacks on the financial services sector? How can these 87 
factors be measured for the purpose of the evaluation of the impact of social engineering attacks 88 
on the financial services sector? What are the metrics for quantifying the impact of social 89 
engineering attacks on the financial services sector?The rest of the article is organised into: 90 
section 2, presenting the background and related works, section 3, materials and methods, section 91 
4, presents the social engineering impact index (SEII) framework,and model, section 5 is the data 92 
presentation while section concludes the paper with discussions and findings. 93 



 

 

 94 
Methodology  95 
The research adopted the pragmatic philosophical paradigm, enabling the integration of both 96 
qualitative and quantitative approaches [21]. A mixed-methods strategy was used thus: 97 
Qualitative: Literature was reviewed to identify metrics for SE impacts, including financial loss, 98 
PII/PFI theft, and trust erosion.Quantitative: A structured survey instrument, the Social 99 
Engineering Attacks Impact Questionnaire (SEAIQ), was distributed to employees of 20 banks in 100 
Abuja. Complementary interviews were conducted with cybersecurity officers.Sampling: 101 
Purposive sampling was applied to select banks and employees due to time and cost 102 
constraints.Analysis: Data was processed using exploratory data analysis (EDA) techniques, 103 
leading to the development of the Social Engineering Impact Index (SEII), which aggregates 104 
Privacy Impact (PI), Economic and Financial Impact (EFI), and Erosion of Trust Impact (ETI). 105 

Results  106 
 107 
Design of Social Engineering Impact Framework 108 

Figure 1 presents a framework depicting the layers of the various metrics that supported the 109 
quantification of the impact of social engineering attacks on the financial services sector.  110 

 111 
 112 
 113 
 114 
 115 

Figure 4.1: Social Engineering Attacks Impact Assessment Framework (source: Author) 116 
 117 
 118 
 119 

Figure 1: Social Engineering Attacks Impact Assessment Framework 120 
The social engineering impact index (SEII) is the overall measurement that this work intends to 121 
achieve, it communicates the overarching impact of social engineering attacks on the financial 122 
sector.  However, it requires values from a lower metric, namely; social engineering indicator, 123 
the SEI obtains it value from the aggregate values of the social engineering impact factor (SEIF). 124 
The SEIF on the other hand obtains its quantitative values from the actual impact measured with.  125 
Figure 2 further extend the framework in Figure 1 to show the sub-metrics under each of the 126 
layers.  Tables 1-3 on the other hand present the granular scales for quantitative assessment of the 127 
metrics in the various SEIs. 128 
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Figure 2: Expansion of Social Engineering Attacks Impact Assessment Framework 162 
 163 
In Figure 2, three SEI are derived from the SEII, namely; privacy impact (PI), economic and 164 
financial impact (EFI) and erosion of trust impact (ETI).  The PI measures the impact of social 165 
engineering attacks on privacy of individuals especially as it is associated with the personal 166 
financial information (PFI).  The EFI measures the economic and financial impacts on the 167 
financial institutions and customers with respect to the value of monies lost as a result of social 168 
engineering attacks.  The third sub-metric, which is the ETI measures the extent to which trust is 169 
eroded in the digital financial systems as a result of social engineering attacks. Three SEIF are 170 
derived from each of the SEI as illustrated in Figure 2.  The idea is to deepen the measurements 171 
and arrive at a granular level of measurement.  Under PI, the sub-metrics considered are; identity 172 
theft, personal financial information (PFI) theft, personal identifiable information (PII) theft.  In 173 
EFI, success rate, i.e, the rate at which social engineering attacks succeed, the amount stolen 174 
(value) during successful attacks, and number customers successfully attacked using SE form the 175 
basis for the measurement. From the ETI, the impact on the financial instructions such as 176 
distrust, leading to service abandonments and damaged reputation are measured; similar, the 177 
impact on the customer measured in terms of damaged credit card history as a result of the 178 
attackers using their credit card to borrow money beyond the capacity of the victim to pay within 179 
reasonable time forms part of the measurement. 180 
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Social Engineering Impact Measure (SEIM) Scale 181 

The SEIM scale provides the granular measure of the impact of social engineering attacks on 182 
financial institutions. It is presented in Table 1 on a five-point scale of 1-5 where 1 is the least 183 
(minimal) impact experienced and 5 is the most severe impact experienced.  As a result of the 184 
different variables of measuring the impact if SE attacks on the financial services sector, Table 1 185 
is extended as presented in Table 2-4 186 
 187 
Table 1: Social Engineering Impact Quantification Scale  188 

 189 
 190 
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 198 
 199 
 200 
 201 
 202 
 203 
 204 
 205 
 206 

Source: [22], [23] 207 
Table 2: Privacy Impact 208 
Variable  Range (N) Qualitative  Weight  

 

 

Identity theft  

1-20 Minimal 1 

21-40 Low 2 

41-60 Moderate  3 

61-80 High  4 

81
+
 Extremely High 5 

 Range (N) Qualitative  

 

Personal Financial Information (PFI) 

theft 

 

1-20 Minimal 1 

21-40 Low 2 

41-60 Moderate  3 

61-80 High  4 

81
+
 Extremely High 5 

 Range (N) Quantitative  Weight  

 

Personal Identifiable Information 

(PII) theft  

1-20 Minimal 1 

21-40 Low 2 

41-60 Moderate  3 

61-80 High  4 

81
+
 Extremely High 5 

 209 
Source [24], [25] 210 
 211 

# Qualitative Description  Weight  

1 Minimal Negligible impact, unlikely to cause disruption; requires 

little to no intervention. Risk is virtually inconsequential, 

with only routine monitoring needed. 

1 

2 Low Minor impact, manageable with minimal disruption. Some 

attention may be warranted, but issues are easily 

recoverable and pose minimal risk to operations. 

2 

3 Moderate  Noticeable impact, potentially affecting operations. 

Attention is necessary to prevent escalation; requires 

reasonable resources to mitigate, though still manageable 

with standard intervention. 

3 

4 High  Significant impact with likely operational, financial, or 

security consequences. Requires prompt attention and 

substantial resources, as potential for harm or disruption is 

high. 

4 

5 Extremely High Critical impact, potentially catastrophic. Immediate, 

intensive action is essential to prevent extensive damage, 

disruption, or harm, often necessitating an all-encompassing 

response. 

5 



 

 

Table 3: Economic and Financial Impact  212 
 213 

Variable  Range (N) Qualitative  Weight  

 

 

Amount Lost 

1-199,000 Minimal 1 

200,000-499,000 Low 2 

500,000 – 1,500,000 Moderate  3 

1,501,000 – 2,000,000 High  4 

2,000,0000+ Extremely High 5 

 Range Qualitative  

 

 

Number of Customers Affected 

1-20 Minimal 1 

21-40 Low 2 

41-60 Moderate  3 

61-80 High  4 

81
+
 Extremely High 5 

 Rate (%) Qualitative  

 

 

Succes Rate 

1-20 Minimal 1 

21-40 Low 2 

41-60 Moderate  3 

61-80 High  4 

81
+
 Extremely High 5 

Source [26] 214 
 215 
Table 4: Erosion of Trust Impact 216 

Variable  Rate (%) Qualitative  Scale  

 

 

Service Abandonment  

1-20 Minimal 1 

21-40 Low 2 

41-60 Moderate  3 

61-80 High  4 

81
+
 Extremely High 5 

 Monetary value of damaged 

reputation 

Qualitative value  Weight  

 

 

Damaged Reputation  

1-199,000 Minimal 1 

200,000-499,000 Low 2 

500,000 – 1,500,000 Moderate  3 

1,501,000 – 2,000,000 High  4 

2,000,0000+ Extremely High 5 

 Credit points   Weight  

 

 

Damaged credit card Score  

800
+
 Exception 1 

799-740 Very Good 2 

739-670 Good 3 

669-580 Fair 4 

579
-
 Poor 5 

Source: [27], [28], [29] 217 
Although reputation itself is considered an intangible asset, it damaged can be quantitatively 218 
managed in terms of the monetary values associated with its effects, namely; lost revenue; 219 
changes or increases in capital; operating; or regulatory costs; or significant decreases in 220 
shareholder value. Thus, it is measured in Table 4 with respect to the cost in quantitative ranges. 221 



 

 

Impact of Social Engineering Attacks Computation 222 

To compute the quantitative value of the impact of social engineering attacks on the financial 223 
services sector, the following variables are defined as derived from Figure 2. 224 

i. Social Engineering Impact Measure (SEIM) under each SEIF the granular measure of the 225 
impact of the impact of social engineering defined in Table 1 on a scale of 1-5. 226 

ii. Social Engineering Impact Factor (SEIF) is the summation of the granular values of 227 
Social Engineering Impact Measure (SEIM) under each SEIF. 228 

iii. social engineering indicators (SEI) is the summation of the Social Engineering Impact 229 
Factor (SEIF) under each SEI. 230 

iv. Social Engineering Impact Index (SEII) is the summation of the social engineering 231 
indicators (SEI) 232 
Derivation of equation 233 
SEIF =  ∑SEIM                                                          Equation (1) 234 
SEI =   ∑SEIF                                                           Equation  (2) 235 
SEII =   ∑SEI                                                             Equation  (3) 236 

Since the value of each computation is to be kept between 00.00 – 1.00 as described in Table 5, 237 
the sigmoid function is applied to normalise the values between 00.00 – 1.00.  The sigmoid 238 
function is 239 reproduced below: 

 240 
 241 
 242 
x is the input variable (a real number), in this case the unnormalized values of SEIF, SEI 243 
and SEII 244 
e is Euler’s number (approximately 2.71828), the base of natural logarithms 245 
σ(x) is the normalised value of SEIF, SEI or SEII 246 

The formula computes the sigmoid or logistic function, commonly used in machine learning and 247 
neural networks 248 

Impact Categorisation (levels) 249 

To comparative understand the effect of the computed impacts, they will be categorised to enable 250 
a clear view and understanding.  Thus, the computed impact at various levels, namely SEII, SEI 251 
and SEIF will be categorised on a 5-band scale as shown in Table 5 referred to as impact 252 
category. This conforms to the impact measure scale presented in Table 1. Based on this, five 253 
impact categories are defined as IC1 (0.00 – 0.20), IC2 (0.21 -0.40), IC3 (0.41-0.60), IC4 (0.61-254 
0.80) and IC5 (0.81-1.00) the description and explanations are elaborated in Table 3. 255 

 256 
  257 

σ(x) = 1/1+e-x
 



 

 

Table 5: Impact Categorisation (Levels) 258 
# Impact 

Category 

(IC) 

Description  Explanation  

1 0.00 – 0.20 Minimal Negligible change, insignificant influence or 

effects 

2 0.21 – 0.40 Low Inadequate enforcement, insufficient penalties, 

ineffective deterrence and limited compliance. 

3 0.41 – 0.60 Moderate  Partial compliance, moderate enforcement, mixed 

outcomes and limited efficacy. 

4 0.61 – 0.80 High  Comprehensive compliance, strong enforcement, 

clear regulations, significant penalties and 

effective deterrence. 

5 0.81 – 1.00 Extremely High Unwavering compliance, rigorous enforcement, 

explicit regulations, severe penalties and 

transformative deterrence. 

Source: modified from [30], [31] 259 
 260 
Data Presentation 261 

Table 6 presents data on bank employees’ awareness, vulnerability and organisational culture 262 
(AVOC).  This is broken down to 3 items, namely; Awareness of Social Engineering Techniques 263 
(ASET), their vulnerability to social engineering technique (VSET) and employee behaviour and 264 
organisational culture (EBOC) as presented in Table 6.  265 
  266 



 

 

 267 
Table 6: Awareness, Vulnerability and Organisational Culture 268 
 269 
 270 
 271 
 272 
 273 
 274 
 275 
 276 
 277 
 278 
 279 
 280 
 281 
 282 
 283 
 284 
 285 
 286 
 287 
 288 
 289 
 290 
 291 
 292 
 293 

 294 
Figure 3: Awareness, Vulnerability and Organisational Culture 295 

In Figure 3 is a graphical presentation of the data in Table 6.  The data shows showed that banks 296 
employees have high awareness of the consequences of social engineering techniques, also 297 
agreeing that financial institutions are more prone to social engineering attacks while also 298 

0.00
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0.40

0.60

0.80

1.00

AVOC

Awareness, Vulnerability and Organisational Culture 

BANK 013 BANK 014 BANK 018 BANK 007 BANK 010 BANK 020 BANK 001

BANK 004 BANK 017 BANK 002 BANK 006 BANK 005 BANK 009 BANK 011

BANK 019 BANK 015 BANK 008 BANK 003 BANK 012 BANK 016

BankCode ASET VSEA EBOC AVOC 

BANK 001 0.73 0.80 0.87 0.80 

BANK 002 0.67 0.73 0.93 0.78 

BANK 003 0.73 0.87 0.53 0.71 

BANK 004 1.00 0.67 0.73 0.80 

BANK 005 0.60 0.73 0.93 0.76 

BANK 006 0.67 0.73 0.93 0.78 

BANK 007 0.80 0.93 0.80 0.84 

BANK 008 0.87 0.67 0.67 0.73 

BANK 009 0.80 0.73 0.73 0.76 

BANK 010 0.67 0.80 1.00 0.82 

BANK 011 0.73 0.80 0.73 0.76 

BANK 012 0.73 0.73 0.67 0.71 

BANK 013 0.87 0.93 0.87 0.89 

BANK 014 0.93 0.73 0.93 0.87 

BANK 015 0.67 0.73 0.80 0.73 

BANK 016 0.67 0.67 0.67 0.67 

BANK 017 0.73 0.80 0.87 0.80 

BANK 018 0.93 0.73 0.93 0.87 

BANK 019 0.67 0.73 0.87 0.76 

BANK 020 0.73 0.87 0.87 0.82 



 

 

agreeing that employee behaviour and organisational culture have a role to play in improving the 299 
susceptibility of financial institutions to social engineering techniques. 300 
 301 
Table 7 is a presentation of the data derived from the computations of the impact of social 302 
engineering attacks on the financial services sector.  The names of the financial services 303 
organisation from which data was collected are coded to anonymised them as agreed on ethical 304 
grounds during data collection. SEII is the overall impact of social engineering attack that is 305 
derived from the other sub-metrics, namely; PI, EFI and ETI, these sub-metrics also have their 306 
underlining metrics to a granular level where quantitative data is collected. These data are further 307 
refined and presented graphically in the following sections. 308 
 309 
 310 
Table 7: Summary of Impact of SE Attack Computation  311 

 312 
 313 
 314 
 315 
 316 
 317 
 318 
 319 
 320 
 321 
 322 
 323 
 324 
 325 
 326 
 327 
 328 
 329 
 330 
 331 
 332 
 333 
 334 
 335 

Data Analysis  336 
Figure 4 represents the social engineering impact index (SEII), which is the overall computation 337 
of the impact of social engineering attacks on the financial services sector.  The Figure 4 present 338 
and aggregation of the SEII, namely, PI, EFI and ETI.  The data shows that 2 (10%) of the 339 
assessed banks are in the extremely high category of impact; 10 (50%) are in the high category 340 
having scored in the range of 0.61-0.81. The remaining 8 banks (40%) are in the moderate range.  341 
There is no bank in the low and minimal score line. 342 

BankCode PI EFI ETI SEII 

BANK 001 0.80 0.60 0.60 0.67 

BANK 002 0.80 0.60 0.60 0.67 

BANK 003 0.73 0.53 0.60 0.62 

BANK 004 0.60 0.47 0.47 0.51 

BANK 005 0.93 0.80 0.73 0.82 

BANK 006 0.60 0.60 0.60 0.60 

BANK 007 0.80 0.73 0.60 0.71 

BANK 008 0.53 0.47 0.33 0.44 

BANK 009 0.67 0.60 0.60 0.62 

BANK 010 0.80 0.67 0.53 0.67 

BANK 011 1.00 0.87 0.60 0.82 

BANK 012 0.60 0.60 0.53 0.58 

BANK 013 0.80 0.60 0.40 0.60 

BANK 014 1.00 0.80 0.60 0.80 

BANK 015 0.60 0.67 0.53 0.60 

BANK 016 0.67 0.53 0.73 0.64 

BANK 017 0.87 0.60 0.40 0.62 

BANK 018 0.67 0.67 0.47 0.60 

BANK 019 0.60 0.53 0.47 0.53 

BANK 020 1.00 0.67 0.60 0.76 



 

 

 343 
Figure 4: Social Engineering Impact Index (SEII) 344 

Figure 5 is the privacy index (PI), it provides data on the impact of social engineering attacks on 345 
the privacy of customers with factors like identity, PFI and PII theft or compromise. The PI is 346 
one of the elements that forms the SEII earlier presented in Figure 3.  The data in this Figure 5 347 
shows that 5 (25%) of the assessed banks are in the extremely high category; 9 (45%) are in the 348 
high category and 6 (30%) are in the moderate category.  Again, there is no bank that is impacted 349 
in the low and minimal categories. 350 

 351 
Figure 5: Privacy Impact 352 

Figure 6 depicts the scores in the EFI, the date shows that 1 (5%) of the assessed institutions is in 353 
the extremely high category, 7 (35%) of them are in the high category while the remaining 12 354 
(60%) are in the moderate position. 355 
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 356 
Figure 6: Economic and Financial Impact 357 

 358 
 359 
 360 
Figure 7 is the ETI data which depicts the impact of social engineering attacks on trust within the 361 
affected financial institutions.  The data showed that 11 (55%) of the assessed institutions are in 362 
high category, the remaining 9 (45%) are in the moderate category.  There is no bank in the 363 
extremely high, low and minimal categories. 364 

\ 365 
Figure 7: Erosion of Trust Impact  366 

Comparison of Social Engineering Impact Factors (SEIF) 367 

The social engineering factors provide lower-level measurements enable the understanding of the 368 
overall impact of social engineering attacks. The further understand the interplay in the results 369 
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displayed between Figures 4-7, Figure 8-10 attempts the compare the elements that makes up the 370 
privacy impact, economic and financial impact as well as erosion of trust impacts. 371 
 372 
In Figure 8, it can be observed that PFI theft is the major target of the attackers as compared to 373 
PII and identity theft.  The data shows that 7 (35%) of the organisation reported am extremely 374 
high PFI theft, 10 (50%) of the organisation reported high PFI theft.  This is connected to the fact 375 
that social engineering attacks on bank customers or the banks are targeted at financial gains, 376 
accounting for the reasons the attackers are more concerned about the theft of PFI than they are 377 
concerned with victims identify and personally identifiable information. It must be noted that by 378 
this data, the PFI theft contributes the most to the high impact witnessed in PI SEI. 379 
 380 

 381 
Figure 8: Comparison of Privacy Impact Social Engineering Impact Factors 382 

 383 
Figure 8 presents the comparison of EFI factors, namely; success rate of social engineering 384 
attacks, amount stolen and number of customers affected. The amount stolen SEIF is the 385 
measuring contributor of impact on the EFI SEI, it has 2% extremely high and 40% high, it is 386 
followed closely by the success rate SEIF which has 40% high score.  Majority of the number of 387 
customers affected SEIF are within the moderate (40%) score.  This may be the fact that 388 
awareness has led to a reduction in the number of victims, however, the amount stolen and the 389 
success recorded is high. 390 
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 391 
Figure 9: Comparison of Economic and Financial Impact Social Engineering Impact Factors 392 

 393 
Figure 10 presents the comparison of ETI factors. The data in Figure 10 shows that service 394 
abandonment and damaged reputation are measure consequences suffered by the financial 395 
institutions during social engineering attacks. 396 
 397 

 398 
Figure 10: Figure 9: Comparison of Erosion of Trust Impact Social Engineering Impact Factors 399 

Discussions and Conclusion 400 

The aim of this study is to evaluate the impact of social engineering attacks in the financial 401 
sector. The import is to understand the extent of the consequences of social engineering attacks 402 
on the financial services sector. This data will support action by stakeholders to address social 403 
engineering attacks. To achieve this aim, at set of objectives were enumerated, thus, the findings 404 
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of this research will be evaluated against this research objectives. This will also show that the 405 
research questions were addressed. 406 
 407 
Research Objective One: To identify the factors responsible for social engineering attacks on the 408 
financial services sector. 409 
Determining the factors responsible for social engineering attacks in the banking services sector 410 
is crucial in the exercise of measuring the impact of social engineering attacks in the sector.  411 
Consequently, existing body of knowledge were explored to determine the factors that account 412 
for the most impact of social engineering attacks.  Thus, from [1], [11],  [12]and [32] privacy 413 
impact, economic and financial impact as well as erosion of trust impact were determined.  Each 414 
of these have lower level impact account for their determination, namely; identity, PII and PFI 415 
theft for privacy impact; amount stolen, success rate and number of customers impacted for 416 
economic and financial impacts as well as service abandonment and damaged reputation for 417 
erosion of trust impact [4], [13] and [33]. These impacts as determined were presented in Figure 418 
2.1 and used to derive the frameworks in Figures 4.1 and 4.2 respectively. This addressed 419 
research question one and achieved research objective one. 420 
 421 
Research Objective two:Determine how these factors can be measured to evaluate the impact of 422 
social engineering attacks on the financial services sector. 423 
Different methods, approaches and strategies were used based on the foundation of the pragmatic 424 
philosophical viewpoint [21] to formulate the social engineering impact assessment framework 425 
presented in Figure 4.1 and its extension in Figure 4.2.  Based on these formulations, variables 426 
were defined and relationships established between and among them to support the derivation of 427 
the equations for the computation of the various impact indices, namely; the social engineering 428 
impact index (SEII), privacy impact (PI), economic and financial impact (EFI) and erosion of 429 
trust impact (ETI). This aspect accounted for the answering research question two and by 430 
extension achieving research objective two. 431 
 432 
Research objective three: To identify the metrics for quantifying the impact of social engineering 433 
attacks on the financial services sector. 434 
Based on the computation derived from the data against the computational models, the SEII 435 
which represented the social engineering impact index 10% of the organisations were in the 436 
extremely high category (i.e, they scored between 0.81-1.00), 50% are in the high category 437 
(scoring between 0.61-8.00) and 40% in the moderate category (0.41-0.60).  There are no 438 
organisations scoring at the minimal and low categories.  This data highlights the fact that the 439 
impact of social engineering attacks is generally high in the financial services sector. 440 
 441 
A further analysis of the sub-metrics that made up the SEII reveals that on the PI metrics, 25% of 442 
organisations are in the extremely high category, 45% in the high category and 30% in the 443 
moderate category, again, there is no organisation in the low and minimal category, further 444 
underscoring the fact that the impact of social engineering attacks is generally high in the 445 
financial services sector. In the EFI, 5% - extremely high, 35% high and 60% medium.  ETI 446 
reflects no organisation in the extremely high category, however, 55% of the organisation are in 447 
the high region and 45% in the medium region.  It must be noted that in all the factors and 448 
subfactors considered, no organisation is impacted at the lower category. 449 
 450 



 

 

Again, the research compared the social engineering impact factors (SEIF) of PI, EFI and ETI 451 
with their various sub-metrices.  In the PI, the data showed that PFI theft is the most impact sub-452 
metric, this is understandable due to the fact that the major motivation for social engineering 453 
attacks on the financial services sector is financial gain, and since personal financial information 454 
will provide access to the finances of the victims, they will be the most target and most stolen. 455 
Similarly, the amount stolen the is the highest contributing sub-metric in the economic and 456 
financial impact (EFI), this can be attributed to the fact that the driving force in this SE attacks is 457 
money [34]. In the ETI, the major contributor is the damaged credit card score. This data analysis 458 
and the findings that can be generated from the analysis answers research question three and by 459 
extension research objective three. 460 
 461 
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